EDUCATION

RESUME
RICHARD ALLEN KEMMERER

Ph.D. ComputeBcience, Uniersity of California, Los Angeles, California, 1979

M.S.  ComputeScience, Uniersity of California, Los Angeles, California, 1976

B.S. MathematicRennsylvania State Urarsity University Park, Pennsylvania, 1966

RESEARCH INTERESTS

Specification and verification of systems
Computer system security and reliability
Programming and specification language design
Software engineering

Secure Mobile Computing

PROFESSIONAL EXPERIENCE

7/93 - 6/97:
7/89 - Present:
7/85 - 6/89:
9/85 - 5/86:
7/79 - 6/85:

7/79 - Present:

2177 - 6/79:

11/74 - 1/77:

Chair, Department of Computer Science, Wasity of California, Santa Barbara
ProfessorDepartment of Computer Science, Wasity of California, Santa Barbara

Associate ProfesspiDepartment of Computer Science, Wamsity of California,
Santa Barbara

Visiting Scientist, Laboratory for Computer Science, Massachusetts Institute of
Technology Cambridge, Massachusetts

Assistant ProfessprDepartment of Computer Science, Uasity of California,
Santa Barbara

System security specification and verification consultant.

Consulting on enhancements to formal verification tools and the specification and
verification of secure systems.

Computer Science Department, UCLA

Research Assistant sponsored by the Advanced Research Projecty Afé¢ne
Department of Defense, with the Computer Science Department. This res@arch w
concerned with the formal verification of the UCLA Secure Unix Operating System
and formed the basis of my dissertation.

Computer Science Department, UCLA

Programmer for the Department of Computer Science at UCRAsponsibilities
included the design, implementation, chaak and documentation of computer net-
work simulators to test various network topologies and queuing systems.



1/70 - 9/72: Institute of Transportation and Traffic Engineering, UCLA

Computer Services Manager for ITTE at UCLA. Supervised the programmirig staf

of approximately twenty peopleResponsibilities were outlining the general nature

of tasks to be performed by the programmingfstafnning of programming sys-

tems, and assisting in proposal preparations in the areas of computer use and pro-
gramming requirements.

1/67 - 1/70: Autonetics, Division of Rockwell International, Anaheim,California

Lead Engineer for Minuteman Il and Minuteman Il inertiavigation computer
programs. Responsibilitiewere generating computer program requirements, and
designing, implementing, and documenting computer routiAelitional software
experience included using machine and assembig leanguages for real-time,
online, and scientific applications.

MEMBERSHIPS

ACM Association for Computing Machinery

IEEE Institute of Electrical and Electronics Engineers

IEEE/CS Computer Society of IEEE

IEEE Technical Committee on Security andvRry, Vice Chairman, 1983-84
IEEE Technical Committee on Security andvRry, Chairman, 1985-87
IACR International Association of Cryptologic Research

IFIP Working Group 11.3 on Database Security

HONORARIES AND FELLOWSHIPS

Alpha Phi Omga National Honorary Mathematics Society

Upsilon Pi Epsilon: Computer Science National Honor Society

IBM Predoctoral Fellowship

Outstanding ProfessoDepartment of Computer Science 1981-1982

Outstanding ProfessotJniversity of California, Santa Barbara 1983-1984

SpeakerNaval Postgraduate School Distinguished Speaker Series 1990

SpeakerUniversity of California, San Diego Distinguished Lecture Series 1991

Fellow, IEEE Institute of Electrical and Electronics Engineers 1995

Fellow, Association for Computing Machinery 1997

Keynote speakefFirst IEEE International Conference on Formal Engineering Methods 1997

SpeakerFAA Software Engineering Distinguished Lecture Series 1998

Keynote speakeiFourth International Conference on Achieving Quality in Software 1998

Keynote speakeSystem Design and Management (SD&M) Internet Conference 1999

IEEE/CS Meritorious Serviceward 2001

SpeakerUniversity of Massachusetts Amherst, Distinguished Lecture Series 2002

SpeakerGeorgia Tech Information Security CentBistinguished Lecture Series 2002

IEEE Golden Core vard 2002

SpeakerMichigan State Uwiersity Computer Science and Engineering, Distinguished Lecture Series 2003

SpeakerUniversity of California, Irvine, Institute for Software Research, Distinguished Lecture Series 2003

Keynote speaketnternational Conference on Information Technology 2004

Keynote speakeNATO Symposium on Adapte Defence in Unclassified Networks 2004

SpeakerUniversity of lllinois at Urbana-Champaign Information Trust Institute Distinguished Seminar Series 2005

SpeakerUniversity of California, Irvine, Bren School of ICS, Ted and Janice Smith Distinguished Lecture Series 2005

Keynote speakefFifth Brazilian Symposium on Information and Computer System Sechiitjanopolis, Brazil, 2005

Keynote speake0th IEEE/ACM International Conference on Automated Software Engineering, Long Beach, CA, 20C

Keynote speaketnternational Conference on Emerging Trends in Information and Communication Security,
Freiburg, Germay) 2006



NATIONAL AND INTERNATIONAL SERVICE

Organization Committee, IEEE Workshop on Communications Secgignsored by the Data and
Communications Committees of the IEEE Communications Sochatyta Barbara, California,
August 1981.

Western Area Committee of IEEE Computer Socié881-86, Vice Chairman Technical Adties,
1983/84.

Program Committee, Wkshop on Hectiveness of Testing and Proving Methods, sponsored by the
IEEE Computer Societyivalon, California, May 1982.

Organization Committee, Workshop on the Theory and Application of Cryptogramguhniques,
sponsored by the IEEE Information Theory Group and the IEEE Communications S8argty
Barbara, California, August 1982.

Invited full-time participant at the National Academy of Science Air Force Studies Board Summer
Study Session on Multi-bel Secure Database Management Systems, 1982 (final report "Malltile
Data Management Security," National Academy Press, 1983).

Program Committee, 8enth International Conference on Software Engineering, sponsored by Sig-
soft ACM, National Bureau of Standards and IEEE Computer So€dgndo, Florida, March 1984.

Organization Committee, CRPTO 84, Workshop on Cryptographic Techniques, sponsored by the
International Association for Cryptologic Research, Santa Barbara, California, August 1984.

DoD Task Force on Secure Ada, 1984.
Organization Committee, Third Workshop on Formal Verification, February 1985.

Advisory Board for the £M’s Jecial Interest Group on Securi#kudit, and Control, September
1985 through Januar§992.

National Computer Security Centeorinal Verification Working Group (formerly the Formagnfi-
cation Panel), since February 1986.

Invited participant at the Office ofe€hnology Assessment workshop on SDI Software, January
1987.

Member of the National Academy of Science National Research Council Committee on Computer
Security in the DOE, January 1987 through June 1988 (final report "Computer Security in the
Department of Energg’Qassified Environment," National Academy Press, 1988).

Invited Participant in the Computer Security Curriculardgéhop sponsored by the National Com-
puter Security Centedune 1987.

Member National Institute of Standards and Technology (formerly NBS) Computeebludhmu-
nications Council since December 1987.

Program Committee, 1988 IEEE Symposium on Security anadyriOakland, California, April
1988.

Member of the DOE/Los Alamos National Laboratory gneged Computing Network Studyedm
June 1988 through July 1989.

Invited Participant in the SDI Software Testing and Evaluatiank@hop sponsored by the Institute
for Defense Analysis, September 1988.

Program Committee, Blenth National Computer Security Conference, Baltimore, Maryland, Octo-
ber 1988.

Program Committee, Blenth International Conference on Software Engineering, Rigsh Penn-
sylvania, March 1989.



Program Committee, 1989 IEEE Symposium on Security anddyriOakland, California, May
1989.

Member of the Editorial Board of the IEEEahsactions on Software Engineering, February 1989
through December 1999.

Member of the National Academy of Science Computer Science and TechnologysB8yatdm
Security Study Committee, from February 1989 through June 1991 (final report "Computers at Risk:
Safe Computing in the Information Age," National Academy Press 1991).

Invited Participant in the Formal Methods Workshop, FM89, sponsored by the U.S., Canadian, and
United Kingdom geernments, Halifax, Nea Sotia, July 1989.

Invited Participant in the Workshop on Directions in Software Analysis and Testing sponsored by the
Office of Naval Research, August 1989.

Invited participant in the érmal Methods and Software Engineering Workshop sponsored by the
National Computer Security Centéinthicum, Maryland, October 1989.

Program Chajr TAV 3/SIGSOFT89 -- Testing, Analysis, and Verification Symposiumy Meést,
Florida, December 1989.

Invited Participant in the ARPA Formal Methods Transition Workshop sponsored by the Defense
Advanced Research Projects Aggnarlington, Virginia, February 1990.

Program Committee, Twelfth International Conference on SwéwEngineering, Nice, France,
March 1990.

Invited Rarticipant at the Mathematical Concepts of Dependable Systems meeting sponsored by the
Mathematisches Forschunginstitut Oberwolfach, Oberwolfach, Ggrranl 1990.

NSF Formal Methods in Software Engineering Revianel, Reston, Virginia, May 1990.

Program Committee, European Symposium on Research in Computer SEES@RICS 90,
Toulouse, France, October 1990.

Member of regiew panel for the Department of InterisrNatural Resources Damage Assessment
Model, Washington, D.C., February 1991.

Member of the External Core ®ew Panel for the Naal Research Laboratory’Basic Research Pro-
gram, Washington, D.C., February 1991.

Program Committee, Thirteenth International Conference on S#t&ngineering, Austin,éekas,
May 1991.

Program Committee, 1991 IEEE Symposium on Research in Security aacyRoiakland, Califor
nia, May 1991.

Program Committee, Fifth International Conference on the Technology of Object-Oriented Lan-
guages and Systems, Santa Barbara, California, August 1991.

Invited Participant in the d¥rmal Methods Workshop, FM91, sponsored by the U.S., Canadian, and
United Kingdom geernments, Drymen, Scotland, September 1991.

Member of the National Academy of Science Aeronautical and Space Engineerings Bandhit-
tee for Reiew of Oversight Mechanisms for Space Shuttle Flight SafevProcesses, January 1992
through October 1993 (final report "An Assessment of Space Shuttle FlightaBofdwelopment
Process," National Academy Press 1993).

Program Co-Chair1992 IEEE Symposium on Research in Security angd#ri Oakland, California,
May 1992.



Program Committee, Fourteenth International Conference on Software Engineering, Melbourne,
Australia, May 1992.

Member of the Editorial Board of ACM Computing Seys, July 1992 through April 1996.

Program Committee, Third IFIP dking Conference on Dependable Computing for Critical Appli-
cations, Mondello, Sicilyitaly, September 1992.

Program Committee, 15th National Computer Security Conference, Baltimore, Maryland, October
1992.

Program Committee, Eighth Annual Computer Security Applications Conference, San Antonio,
Texas, December 1992.

Expert Consultant for the Nuclear grdatory Commissios’ Advisory Committee on Nuclear Reac-
tor Safety February 1993 through February 1995.

NSF National Young Mestigator Revier Panel, Washington, DC, April 1993.

Program Co-Chair1993 IEEE Symposium on Research in Security angd#ri Oakland, California,
May 1993.

Member of the BMD Tusted Software Methodology Peend&ev Panel, Vero Beach, Florida, Octo-
ber 1993.

Invited Participant, Security Architecture and Separation Kernels Workshop, sponsored by the
National Security Ageng Fort Meade, Maryland, March 1994.

Program Committee, Sixteenth International Conference on &aft&ngineering, Sorrento, Italy
May 1994.

Program Committee, Features Interaction Workshop, Amsterdam, the Netherlands, May 1994.

Program Committee, International Symposium on Software Testing and Analysis, SeastngA/
ton, August 1994.

Program Committee, Fifth European Scite Engineering Conference, Barcelona Spain, September
1995.

Program Committee, Third Internationalovkshop on Feature Interactions irl@communications
Software Systems, Kyoto, Japan, October 1995.

Member of the National Academy of Science Computer Science Telecommunications Boane’

mittee on Maintaining Pracy and Security in Health Care Applications of the National Information
Infrastructure, September 1995 through December 1996 (final report "For the Record: Protecting
Electronic Health Information," National Academy Press, 1997).

Editor-in-Chief, IEEE Transactions on Software Engineering, January 1996 through December 1999.

Invited Participant, Isaac Newton Institute Research Programm on Computer Séayptplogy
and Coding TheoryCambridge Uniersity, Cambridge, England, April through May 1996.

Program Committee, ICSE 97 International Conference on Software Engineering, Boston, Mas-
sachusetts, May 1997.

Member of the National Academy of Science Computer Science Telecommunications Boane’

mittee on the Reew of Programs for Command, Control, Communication, Computers, and Intelli-
gence (C4l) in the Department of Defense, June 1997 through February 2000 (final report "Realizing
the Potential of C4l: Fundamental Challenges," National Academy Press, 1999).

Program Committee, Sixth European Saftev Engineering Conference, Zurich, Switzerland,
September 1997.



Program Co-chaidCSE 98 International Conference on Software Engineering, Kyoto, Jépaih,
1998.

Member IEEE/CS Fellov Evauation Committee, 1999.

Program Committee, ICSE 00 International Conference on Software Engineering, Limerick, Ireland,
June 2000.

Member IEEE/CS Fellav Evauation Committee, 2000.

Program Committee, ICSE 01 International Conference on Software Engineering, Toronto, Ontario,
Canada, May 2001.

Member IEEE Computer Society Board of Gwnors, 2001-2003.
Member IEEE Computer Society Audit Committee, 2001.
Member IEEE/CS Fellay Evaluation Committee, 2001.

Program Committee, International Symposium on Recent Advances in Intrusion Detection (RAID
2001), Davis, California, September 2001.

Member NSF/CISE Advisory Board, 2002-2004.
Vice Chair [IEEE Computer Society Publications Board, 2002.

Program Committee, International Symposium on Recent Advances in Intrusion Detection (RAID
2002), Zurich, Switzerland, September 2002.

Program Committee, 9th ACM Conference on Computer and Communications Security (CCS02),
November 2002.

Member Microsoft Trustwortly Computing Academic Advisory Board, since 2002.

Member DARPA Independent Assessment Team fokRPA Dem/\al project, September 2002
through December 2004.

Program Committee, Twenty Fifth International Conference on &oftviEngineering (ICSEO03),
Portland, Oregon, May 2003.

Program Committee, 2003 IEEE Symposium on Research in Security aacyRoakland, Califor
nia, May 2003.

Member IEEE/CS Fellar Evaluation Committee, 2003.
Program Committee, 2003 USENIX Security Symposium, August 2003.

Program Committee, International Symposium on Recent Advances in Intrusion Detection (RAID
2003), Pittsburgh, Pennsylvania, September 2003.

Vice President, IEEE Computer Socjely04.
Chair, IEEE Computer Society Chapter Activity Board, 2004.

Program Committee, 2004 IEEE Symposium on Research in Security sacyRoiakland, Califor
nia, May 2004.

Program Committee, AusCERT2004 Asiackic Information Technology Security Conference,
Gold Coast, Australia, May 2004.

Member IEEE Computer Society Board of Gwnors, 2005-2007.
Member IEEE/CS Nominations Committee, 2005.

Program Committee, Twenty &mth International Conference on Software Engineering (ICSEQ5),
Saint Louis, Missouri, May 2005.



Program Committee, Software Engineering for Secure Systems (SESSO05), Saint Louis, Missouri,
May 2005.

Program Committee, AusCERT2005 Asiackic Information Technology Security Conference,
Gold Coast, Australia, May 2005.

Program Committee, Twenty Eighth International Conference on &at&ngineering (ICSEO06),
Shanghai, China, May 2006.

Program Committee, 2006 IEEE Symposium on Research in Security sacyRoiakland, Califor
nia, May 2006.

Program Committee, Fourteenth Annual Network & Distributed System Security Symposium, San
Diego, California, February 2007.

Program Committee, Wenty Ninth International Conference on Software Engineering (ICSEQ7),
Minneapolis, Minnesota, May 2007.

PUBLICATIONS

"Assignments and Predicates in KalKabRourth International Conference on the Implementation of
Algorithmic Languges, Courant Institute of N& York University, New York, N.Y., June 1976 (with
P. Eggert, M. Hall and R. Uzgalis).

"A SIMULA 67 Dehugging System,'Fourth International Conference on the Implementation of
Algorithmic Languges, Courant Institute of N& York University, New York, N.Y., June 1976.

"An Experience in Group Structured and Modular Programming: Conclusions and Recommenda-
tions," International Symposium on Methodologies for the Design and Construction of adhdar
Hardware S/stemspPontifica Unversidade Catolica do Rio de Janeiro, Rio de Janeiro, Brazil, July
1976 (with D.M. Berryl.M. Campos, R.FHooper M.A. Kampe and M.L. Rhodes).

"The Need for a Dynamic MIL,Tenth Annual Hawaii International Conference on System Sciences,
Honolulu, Havaii, January 1977.

"Formal Verification of the UCLA Security étnel: AbstractModel, Mapping Functions, Theorem
Generation, and Proofs," Ph.D. Dissertation, UCLA, Los Angeles, California, June 1979.

"Towards Modular Verifiable Exception HandlingJournal of Computer Languges, Vol. 5, pp.
77-101, Pegamon Press, Ltd., 1980 (with D.M. Bey#. von Staa and S. Yemini).

"Specification and &fification of the UCLA Security Kernel," Presented at Tite Symposium on
Opeiating Systems PrincipleBecember 1979Communications of theGM, Vol. 23, No. 2, Febru-
ary 1980 (with B. Walker and G.J. Popek).

"Retrospectie: Verification Experiences with the UCLA Operating System Kernel," position paper
at the Workshop on Formal Verification, SRI, Menlo Park, California, April 1980 (with BalkenN
and G.J. Popek). Also appearedsioftwae Engineering Notesyol. 5, No. 3, July 1980.

"Applications of SDCs Formal Development Methodology," position paper at the Workshop on F
mal \erification, SRI, Menlo Park, California, April 1980 (with M. Schaefer). Also appear8dfin
ware Engineering Notesyol. 5, No. 3, July 1980.

"FDM - A Specification and &fification Methodology Third Seminar on the Department of
Defense Security Initiatiy&ational Bureau of Standards, Gaithengl) Maryland, Neember 1980.

"Status Report on SDE€'Formal Dezelopment Methodology," position paper at the Secoratkw/
shop on Formal Verification, National Bureau of Standards, GaitlmegrsMaryland, April 1981.
Also appeared isoftwae Engineering Notesyol. 6, No. 3, July 1981.

"A Practical Approach to ldentifying Storage aniinihg Channels,'|EEE Symposium on Security
and PrivacyOakland, California, April 1982.



"Finding Errors Using &rmal Specification and Verification,” Workshop on thdeB&iveness of
Testing and Proving MethodsyAlon, California, May 1982.

"Testing Formal Specifications”, Fourth @ention on Quality Assurance, Herzlia, Israel, October
1982.

"SDC Secure Release Terminal ProjetEEE Symposium on Security and Privaowkland, Cali-
fornia, April 1983 (with THinke and J. Althouse).

"Shared Resource Matrix Methodology: An Approach to Identifying Storage iamidgflChannels"”,
ACM Transactions on Computer Systeivsl, 1, No. 3, August 1983.

"Testing Formal Specifications to Detect Design ErrdiSEE Tansactions on SoftwarEngineer-
ing, Vol. SE-11, No. 1, January 1985.

"INATEST: an Interactve Environment for Testing &rmal Specifications," Third Workshop oo+
mal Verification, Pajaro Dunes, California, February 1985 (with S. Eckmann). Also appe&aithin
ware Engineering Notesyol. 10, No. 4, August 1985.

"UNISEX: A UNIx-based Symbolic EXecutor foraBcal,"Softwae Practice and Experienca/ol.
15, No. 5, May 1985 (with S. Eckmann).

"Complexity Measures for Assembly Language Progranie durnal of Systems and Softwar
Vol. 5, No. 3, August 1985 (with D. Blaine).

"Procedural and Nonprocedural Semantics of the ASLAN Formal Specification Langhége,"
teenth Annual Hawaii International Conference on System Scidiers|ulu, Havaii, January 1986
(with B. Auernheimer).

"Analyzing Encryption Protocols Using Formaénfication Techniques,'Eurocrypt 86,Linkoping,
Sweden, May 1986.

"Testing Formal Specifications and the Inatest System," SddtiWesting Systems Workshop, Uni-
versity of Bremen, Bremen Germgrdso appeared igoftwaretechnikrénds June 1986.

"RT-ASLAN: A Specification Language for Real-Time SystemEEE Tansactions on Softwar
Engineering\Vol. SE-12, No. 9, September 1986 (with B. Auernheimer).

"A Brief Summary of a Verification Assessment Stlidyinth National Computer Security Confer
ence,Gaithersburg, Maryland, September 1986.

"An Overview of Computer Security," invited paper BMA Conference on Crypgwaphy and Cod-
ing, Cirencester England, December 1986, also includeddryptogiaphy and Codingedited by
Henry J. Beker and F.C. Pip@xford University Press, 1989.

"An Experience Using vio Covert Channel Analysis Techniques on a Real System DesRjo;"
ceedings of the IEEE Symposium on Security and Priv@akiand, California, April 1986, also
appeared inEEE Transactions on SoftwarEngineering Vol. SE-13, No. 2, February 1987 (with J.
Haigh, J. McHugh, and B. Young).

"Using Formal Verification Techniques to Analyze Encryption Protoc&limteedings of the IEEE
Symposium on Security and Priva®akland, California, April 1987.

"Analyzing Encryption Protocols Using Formal Verificatioachniques,'CRYP™D 87, Workshop on
Cryptographic Echniques sponsored by the International Association for Cryptologic Research,
Santa Barbara, California, August 1987.

"Formal Specification and Verification Techniques for Secure Database Management Sy&@ms,"
ceedings of the IFIP WG 11.3 Workshop on Database Sechmityapolis, Maryland, October 1987,
also appeared iDatabase Security: Status andoBpectsedited by C.E. LandwehNorth Holland
Publishing Compan Amsterdam, 1988.



"An Interleaving Symbolic Execution Approach for the Formal Verification of Ada Programs with
Tasking," Third International IEEE Conference on Ada Applications andil@nmentsManchester,
New Hampshire, May 1988 (with L.J. Harrison).

"An Experience with Wo Symbolic Execution Approaches to Formal Verification of Adesking
Programs," Second Workshop on Softwailesting \erification, and AnalysisBanff, Alberta,
Canada, July 1988 (with L. Dillon and L.J. Harrison).

"Critical Gaps in Brmal Verification Technology - A Positionaper" SDI Software Testing and
Evaluation Workshop, Alexandria, Virginia, September 1988.

"How Soon for Code Leel Verification - A Position Bper,"Eleventh National Computer Security
ConferenceBaltimore, Maryland, October 1988.

"Completely \Alidated Software - A PositioraBer,"Eleventh International Conference on Softevar
EngineeringPittsburgh, Pennsylvania, May 1989.

"Analyzing Encryption Protocols Using Formal Verificatioachniques,|EEE Journal on Selected
Areas in Communication¥ol. 7, No. 4, May 1989.

"The Integration of Formal Specification and Verification Techniques into the &eft#&ngineering
Process" - position papegdNR/ONT Workshop on Directions in Software Testing and Analysis, San
Diego, California, August 1989.

"Formal Specification of a Mental Health Digdiy System,"Proceedings of the ThirlFIP WG 11.3
Waking Conference on Database Secyrilonterey, California, September 1989, also appeared in
Database Security Ill: Status andd®pectsedited by D. Spooner and C.E. LandweXorth Hol-
land Publishing CompgnAmsterdam, 1990.

"The Need for Brmal Specification and Verification Techniques in the Software Engineering Pro-
cess" - position papefFormal Methods and Software Engineering Workshop, sponsored by the
National Computer Security Centéinthicum, Maryland, October 1989.

"Integrating Formal Methods into the Bopment ProcessJEEE SoftwareSeptember 1990.

"A Multi-level Formal Specification of a Mental Health Care DatabaBeteedings of thedarth
IFIP WG 11.3 Working Conference on Database Secuiit§ifax, England, September 1990, also
appeared irDatabase Security NStatus and Pospectsedited by S. Jajodia and C.E. Landwehr
North Holland Publishing CompgnAmsterdam, 1991.

"Covert Flow Trees: A Technique for Identifying and Analyzingued Storage ChannelsProceed-
ings of the IEEE Symposium on Reskan Security and PrivacyOakland, California, May 1991
(with P Porras).

"Executing Formal Specifications: the ASTRAL to TRIO Translation Approakhteedings of
TAV4: the Symposium oredting Analysis, and #fification, Victoria, B.C., Canada, October 1991
(with C. Ghezzi).

"ASTRAL: An Assertion Language for Specifying Realtime SysterRsgceedings of the Thir
European Softwar Engineering Conferencdfilano, Italy, October 1991 (with C. Ghezzi).

"Covert Flow Trees: A Visual Approach to Analyzing @at Storage ChannelslEEE Transactions
on Softwae Engineering Vol. 17, No. 11, Neember 1991 (with FPorras).

"SoundWrks: An Object Oriented Distributed System for Manipulating Digital Sou@drhputer,
March, 1992 (with J. Reichbach).

"A Formal Support Environment for the Sofive Deelopment of Realtime Systems," - position
paper Trusted Computer Systemgdhnology Workshop, sponsored by the Air Force Satellite Con-
trol Network, Newport Beach, California, September 1992.



"Guest Editors’ Introduction: Specification and Analysis of Real-Time SysteéEISE Tansactions
on Softwae Engineering Vol. 18, No. 9, September 1992 (with C. Ghezzi).

"Penetration State Transition Analysis A Rule-Based Intrusion Detection Appréaohbeedings of
the Eighth Annual Computer Security Applications Canfee San Antonio, Bxas, December 1992
(with P Porras).

"The Composability of ASTRAL Realtime SpecificationBfbceedings of the International Sympo-
sium on Softwar Testing and AnalysisCambridge, Massachusetts, June 1993 (with Alberto Coen-
Porisini).

"A Formal Framevork for ASTRAL Intra-Level Proof Obligations,"Proceedings of the Fourth Ear
pean Softwar Engineering Confaance,Garmisch, Germapn September 1993 (with Alberto Coen-
Porisini and Dino Mandrioli).

"Guest Editors’ Preface: Special Issue from 1992 Security an@cPriSymposium,” Journal of
Computer Securifywbl. 2, No. 2, 1993 (with John McLean).

"Using Formal Methods to Analyze Encryption Protocols," extended abstract, Workshop on Selected
Areas in Cryptograph Kingston, Ontario, Canada, May 1994.

"Three Systems for Cryptographic Protocol Analysigtirnal of Cryptgraphy,\Vol. 7, No. 2, 1994
(with Catly Meadows and Jon Millen).

"Aslantest: A Symbolic Execution Tool for Testing Aslan Formal Specificati®iregeedings of the
International Symposium on Softwalesting and AnalysiSeattle, Washington, August 1994 (with
Jeffery Douglas).

"A Formal Framevork for ASTRAL Intra-Level Proof Obligations,"|IEEE Tansactions on Softwar
Engineering Vol. 20, No. 8, August 1994, (with Alberto Coen-Porisini and Dino Mandrioli).

"State Transition Analysis: A Rule-Based Intrusion Detection Approd&EE Transactions on
Softwae Engineering\Vol. 21, No. 3, March 1995, (with Koral ligun and Phillip Porras).

"A Formal Framwork for ASTRAL InterLevel Proof Obligations,"Proceedings of the Fifth Eow
pean Softwax Engineering Confeance,Barcelona, Spain, September 1995 (with Alberto Coen-
Porisini and Dino Mandrioli).

"A Modular Covert Channel Analysis Methodology fordsted DG/UX,"Proceedings of thewelfth
Annual Computer Security Applications Coefere pp. 224-235, San Diego, California, December
1996 (with Tad Taylor).

"Using the ASTRAL Model Checker for Cryptographic Protocol AnalysBiceedings of the
DIMACS Workshop on the Design and Formatification of Security Ritocols Painfield, Nev Jer-
sey, August 1997 (with Zhe Dang).

"Specification of Realtime Systems Using ASTRALEEE Transactions on SoftwarEngineering
Vol. 23, No. 9, pp. 572-598, Septempt¥97 (with Alberto Coen-Porisini and Carlo Ghezzi).

"Security Issues in Distributed Softne," Proceedings of the Sixth Eyrean Softwar Engineering
Conferencepp. 52-59, Zurich, Switzerland, September 1997.

"Vulnerability of ‘Secure’ V@b Brawsers,"Proceedings of the Twentieth National Information Sys-
tems Security Confence,pp. 476-487, Baltimore, Maryland, October 1997 (withvidlaDe Raoli
and Andre Dos Santos).

"Formally Specifying and Verifying Real-Time SystemPBfbceedings of theifst IEEE Interna-
tional Conference ondfmal Engineering Methodpp. 112-120, Hiroshima, Japan, \mber 1997
(with Paul Kolano).

-10-



"Hoares Axiomatic Semantics,Proceedings of the International Symposium on So&weasting
and AnalysisClearwater Beach, Florida, March 1998.

"Web Browsers and Securityn Mobile Agents and Securit$s. Vigna, Ed.Lectuie Notes in Com-
puter ScienceVol. 1419, pp. 235-256, Spring¥erlag, June 1998 (with Rl De Paoli and Andre
Dos Santos).

"Specification and Analysis of Mobile IP Using ASTRAIBfoceedings of the Workshop oorfaal
Methods and Security Protocpladianapolis, Indiana, June 1998 (with Zhe Dang).

"Secure Computing on the InterneRYoceedings of Softwatedinik 9§ pp. 1-2, Paderborn, Ger
mary, September 1998.

"NetSTAT: A Network-based Intrusion Detection ApproacRioceedings of the Fourteenth Annual
Computer Security Applications Cordace Scottsdale, Arizona, December 1998 (with Ggna).
This paper won the Outstanding Paperafd of the Conference.

"NetSTAT: A Network-based Intrusion Detection Systerddurnal of Computer Security}ol. 7, No.
1, pp. 37-71, IOS Press, 1999 (with G. Vigna).

"The Design and Analysis of Reairfe Systems Using the ASTRAL Softwarevelepment Ewi-
ronment,Annals of Softwar Engineering\ol. 7, pp. 177-210, Baltzer Science Publishers, 1999 (with
Z. Dang and FKolano).

"Using the ASTRAL Model Checker to Analyze Mobilg"IlProceedings of the 21st International
Conference on SoftwaEngineering (ICSE 99).0s Angeles, California, May 1999 (with Z. Dang).

"Safe Areas of Computation for Secure Computing with Insecure ApplicatiBragéedings of the
Fifteenth Annual Computer Security Applications Conferend@SAL'99) Phoenix, Arizona,
December 1999 (with A. dos Santos).

"A Symbolic Model Checker for Testing ASTRAL Reahle Specifications,Proceedings of the 6th
International Conference on Real-Time Computing Systems and Applications (BI)C$ng
Kong, December 1999 (with Z. Dang).

"The STAT Tool Suite,"Proceedings of DISCEX 200Bilton Head Island, South Carolina, January
2000 (with G. Vigna and S. Eckmann).

"Parallel Refinement Mechanisms for Real-Time SysteRPteedings of Fundamental Appches
to Softwae Engineering - 2000 (FASE 2000),NCS 1783, pp. 35-50, Berlin, Germyamarch 2000
(with P Kolano and D. Mandrioli).

"Three Approximation &chniques for ASTRAL Symbolic Model Checking of Infinite State Real-
time Systems,'Proceedings of the 22nd International Coefece on Softwar Engineering (ICSE
2000) Limerick, Ireland, June 2000 (with Z. Dang).

"Binary Reachability Analysis of Discrete Pushdown Timed Autom&mteedings of the Interna-
tional Conference on Computer Aided Verification YCA00), Chicago, lllinois, July 2000 (with T
Bultan, Z. DangO. Ibarra, and J Qu).

"Classification Schemes to Aid in the Analysis of Real-Time System Specificafftvosgedings of
the International Symposium on Softedesting and Analysis 2000 (ISS2000),Portland, Orgon,
August 2000 (with FKolano).

"Counter Machines: Decidable Properties and Applications to Verification Problerasgedings of
the 25th International Symposium on Mathematical Foundations of Computer Science (MFGS 2000)
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